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Abstract 

This paper examines whether AI machine-learning classifiers trained on 
anonymized bank transaction data can effectively predict fraudulent transactions. 
The study tests H1: at least one classifier’s area under the ROC curve (AUC) > 
0.50 against H0: the best classifier’s AUC ≤ 0. 50. Using an anonymized dataset 
from a U.S.-based commercial bank, we assess an extensive set of classifiers, 
including tree-based ensembles, probabilistic, distance-based, linear and margin-
based learners and a neural network using Orange Data Mining Software. The 
models were evaluated with stratified 10-fold cross-validation. Multiple models 
achieved AUC > 0.50, with tree-boosting methods providing the strongest balance 
between detecting fraud and limiting false alarms. Linear baselines and distance-
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based methods were weak, while SVM produced high recall with operationally 
costly false positives. Overall, results support H1 and are inconsistent with H0. 
The study offers a transparent, bank-ready benchmark on anonymized, produc-
tion-plausible features, and the framework is readily replicable for threshold tuning 
and governance in financial institutions. 
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Introduction 

Artificial Intelligence has affected and transformed finance and accounting 
when it comes to data capture, validation, analysis, and anomaly detection on a 
large scale. In reporting and assurance settings enabled by AI, data extraction, 
data analysis and validation can be effectively and efficiently coordinated end to 
end, thereby eliminating manual errors, enhancing precision and auditability. Ma-
chine Learning classifiers have been used in the banking sector to detect fraud at 
transaction levels where the fraud patterns remain nonlinear, sparse and fast 
paced changing (Bolton & Hand, 2002; Ngai et al., 2011). 

The study aims to examine AI systems trained on an anonymized dataset 
provided by a U.S.-based commercial bank (institution anonymized); we evaluate 
whether AI/ML classifiers can predict fraudulent transactions. To operationalize 
the research objective of our study, we resorted to an ample suite of models 
(Random Forest, XGBoost, CatBoost, SVM, Neural Networks) subjected to strati-
fied cross-validation, evaluated the discrimination and error-balance metrics 
(AUC, F1, MCC) in most suited for imbalanced fraud problems (Chicco & Jurman, 
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2020; Breiman, 2001; Chen & Guestrin, 2016; Cortes & Vapnik, 1995; Heaton, 
2018). 

Our research aim is to assess how effectively AI/ML classifiers can detect 
fraudulent banking transactions under realistic conditions by using only ano-
nymized production-plausible features.  

So, the main hypothesises are the following:  

H1 (Main): AI machine learning classifiers trained on anonymized bank-
transaction data can effectively predict whether a transaction is fraudulent or not 
(AUC > 0.50). 

H0 (Null): AI machine learning classifiers trained on anonymized bank-
transaction data do not predict fraud effectively (top model performance below 
(AUC ≤ 0.50). 

This paper: (i) provides transparent dataset cases for evaluation across 
complementary model types, (ii) threshold-dependent operating behavior (AUC, 
precision/recall, MCC, confusion matrices) and (iii) situates empirical findings 
within the fraud analytics literature to find out when and why some particular AI 
models perform better than linear or distance based baselines against bank data 
(Bolton & Hand, 2002; Ngai et al., 2011; Chen & Guestrin, 2016). 

The rest of the paper is organized as follows. Section 2 presents the litera-
ture review. Section 3 describes the dataset and variables (all anonymized), as 
well as analyses the methodology followed by the evaluation design. Section 4 
presents results and section 5 with the practical implementation. Section 6 dis-
cusses the results and implications for bank fraud monitoring and avenues for fu-
ture work. Section 7 concludes the paper. 

 

 

Literature Review and Problem Statement 

Across the financial and accounting verticals, AI has been widely adopted 
to enhance efficiency and accuracy, yet outcomes are contingent on organiza-
tional preparedness, quality of data and governance. As per reviews of AI adop-
tion, firms experience benefits when robust data pipelines and clear oversight are 
present, while those without these factors face poor performance and trust (Cu-
bric, 2020; Petkov, 2020). This context matters for banking fraud. Even strong al-
gorithms will underperform if data, controls or monitoring are weak. Governance 
and data readiness are not side notes as they set the ceiling for any model we 
train on bank transactions. 

Decades of research have shown that transaction fraud has three properties 
that complicate prediction such as: (i) severe class imbalance (far fewer frauds than 
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legitimate payments), (ii) changing patterns over time as criminals adapt and (iii) costs 
that are asymmetric (missing a fraud is expensive, but too many false alarms are 
costly too) (Bolton & Hand, 2002; Ngai et al., 2011). Because of this, fraud detection 
has been framed as a supervised learning problem (classifying each transaction) 
alongside anomaly-detection ideas (flagging unusual behavior) (Bolton & Hand, 2002; 
Ngai et al., 2011; Bulatova et al., 2019; Kuryliak et al., 2025). 

A non-linear tree ensemble is especially effective when dealing with structured 
bank data. A random forest (Breiman, 2001) captures interactions without heavy fea-
ture engineering and gradient boosting methods (e.g., XGBoost) iteratively correct er-
rors (Chen & Guestrin, 2016). With CatBoost, categorical variables are handled, and 
overfitting is reduced through ordered boosting which is particularly useful when fea-
tures include device, channel and transaction-type fields. Empirical studies that add 
temporal or relational signals (sequences or networks across cards and merchants) 
also find that flexible, non-linear learners outperform simple linear or distance-based 
baselines (van Vlasselaer et al., 2015; Jurgovsky et al., 2018). 

Due to fraud’s rarity and cost asymmetry, accuracy alone may be mislead-
ing. The literature recommends: (i) discrimination metrics that are insensitive to 
thresholds (AUC), (ii) precision / recall analysis that focuses on the minority 
(fraud) class and (iii) balanced metrics that use all four cells of the confusion ma-
trix such as MCC (Fawcett, 2006; Saito & Rehmsmeier, 2015; Chicco & Jurman, 
2020). In addition, it encourages making the costs explicit in training (cost-
sensitive learning) and in setting decision thresholds (Bahnsen et al., 2013; 
Bahnsen et al., 2015). In addition, Pozzolo et al. (2018) have warned that evalua-
tion should not be based solely on static, random partitions but must also con-
sider real-world conditions (e.g., temporal splits, concept drift, verification delays). 

Together, these findings provide a clear theoretical foundation for our de-
sign. We trained a diverse set of AI/ML classifiers on anonymous bank transac-
tion data and evaluated them with AUC (threshold-insensitive discrimination), 
precision/recall (minority-class focus), and MCC (balanced correctness) under 
stratified cross-validation.  

AI helps to identify fraud and abnormal financial activity, which increases 
precision in financial reporting. These include financial statements that are dis-
torted by fraudulent transactions, compromised audit integrity and material mis-
statement (Wells, 2020). Fraud detection systems based on machine learning can 
detect anomalies faster and more accurately than manual review alone (Ngai et 
al., 2011). Artificial intelligence-driven fraud prediction models, such as Random 
Forests, Gradient Boosting and Neural Networks, have been proven to be effec-
tive in detecting high-risk behavior in banking environments, thereby enhancing 
internal control frameworks and protecting financial reporting accuracy (Ryman-
Tubb et al., 2018). Therefore, evaluating fraud detection algorithms directly con-
tributes to understanding how artificial intelligence can enhance the reliability and 
credibility of financial processes. 
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Methodology and Theoretical Background 

The study uses an anonymized transactional dataset provided by a com-
mercial bank based in the United States (U.S.) that wishes to remain unnamed. 
The dataset was provided to the authors under confidentiality restrictions. There-
fore, the raw transaction-level data cannot be publicly shared. Prior to access, 
any personally identifying information (PII) was removed. This study focuses 
solely on transaction-level fraud detection and is intended for research use only.  

Target (binary): Is_Fraud (class «1» treated as the positive/target class in 
Orange). 

Predictor features: Transaction_Amount, Transaction_Type, Transac-
tion_Time, Device_Used, Account_Age, Credit_Score, Previous_Fraud. 

Typical banking data include transaction amount, time stamp (datetime), 
device/channel, transaction type, account tenure and prior-fraud flag (binary). 

Featuring transaction descriptors, channel indicators, customer/account 
context and simple behavioral history, the feature set follows established practice 
in transaction-level fraud analytics. Transaction_Amount and Transaction_Time 
capture the magnitude and temporal patterns of purchases that often distinguish 
fraudulent from legitimate ones (Whitrow et al., 2009; Jurgovsky et al., 2018). 
Various payment channels and access vectors (e.g., card-present versus remote, 
ATM versus online) are repeatedly shown to carry distinct risk profiles (Bolton & 
Hand, 2002; Ngai et al., 2011). While Account_Age reflects lifecycle effects 
(newer accounts tend to carry a higher risk than older ones), Credit_Score pro-
vides an overall measure of credit risk that is intertwined with fraud propensity in 
operational settings (Ngai et al., 2011; Bhattacharyya et al., 2001). As a final note, 
Previous_Fraud encodes a minimal behavior history: prior confirmed fraud has 
been shown to provide a strong operational signal and is commonly used in bank 
rulesets and models. 

This set of variables is production-plausible (no PII), aligns with what banks 
can lawfully use and reflects the three core dimensions the literature links with 
fraud and more precise amount & time dynamics, channel & devices, maturity & 
quality of accounts and adverse past events (Bolton & Hand, 2002; Ngai et al., 
2011). 

In Orange’s feature statistics, there were no missing values across fea-
tures. The transaction timestamps span eight weeks starting in January and class 
«1» indicates fraud. Model training without imputation and appropriate evaluation 
schemes for class imbalances are supported by these checks. 
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All experiments were performed in were conducted in Orange Data Mining 
software, a visual analytics environment for machine learning and evaluation 
workflows (Demšar et al., 2013). The learner panel covered the following: 

• Linear baselines: Ridge Regression and Lasso Regression (kept in-
tentionally as linear reference points to test linear separability and pro-
vide a conservative baseline). 

• Distance-based: k-Nearest Neighbors (kNN). 

• Margin-based: Support Vector Machine (SVM). 

• Probabilistic: Naive Bayes. 

• Ensembles: Random Forest, AdaBoost. 

• Gradient Boosting: XGBoost, CatBoost. 

• Neural model: Neural Network. 

• Online linear: Stochastic Gradient Descent (SGD). 

Several studies have shown that tree ensembles and boosting methods 
perform well on structured banking data (Breiman, 2001; Chen & Guestrin, 2016), 
while linear models provide interpretable, conservative baselines (Hoerl & Ken-
nard, 1970; Tibshirani, 1996). The use of SVMs, kNNs, Naive Bayes, and neural 
networks can complement margin, instance-based, probabilistic, and deep learn-
ing approaches (Cortes & Vapnik, 1995; Cover & Hart, 1967; Mitchell, 1997; 
Heaton, 2018). 

An evaluation of the effectiveness of a variety of machine learning models 
was conducted in this study. The chosen models represent four major categories 
of predictive learning methods commonly applied in fraud analytics: (i) distance-
based learning (kNN), (ii) tree-based ensemble learning (Random Forest, 
XGBoost, CatBoost, AdaBoost), (iii) probabilistic learning (Naive Bayes), and 
(iv) linear and nonlinear discriminative learning (SVM, Logistic/Ridge/Lasso Re-
gression, Stochastic Gradient Descent, Neural Networks). 

According to previous literature, fraud patterns are often nonlinear, sparse 
and dynamic, making it necessary to compare simple interpretable models with 
more complex AI-based ensemble models (Ngai et al., 2011). Particularly, tree-
based gradient boosting methods perform well on structured financial data due to 
their ability to learn intricate feature interactions and class boundaries (Chen & 
Guestrin, 2016). 

The advanced AI models were also compared against classical models 
such as Logistic Regression, Naive Bayes and KNN, which allowed any observed 
improvement to be directly attributed to the advanced AI models rather than data-
set bias. According to this approach, the study’s primary objective is to demon-
strate the value of artificial intelligence in modern fraud detection systems by 
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comparing AI-driven predictive algorithms with traditional statistical and rule-
based methods. 

Evaluation used the Test & Score widget in Orange with the following settings: 

• Protocol: stratified 10-fold cross-validation (the «stratified» flag in  
Orange enforces class-proportion preservation per fold when feasible) 
to obtain reliable, low-variance estimates under class imbalance.  

• Target class: set to the positive class «1» in the widget (important for 
per-class metrics and downstream PR/ROC tools).  

• Outputs for diagnostics: per-model scores and per-model confusion 
matrices (via Orange’s Confusion Matrix widget) to inspect error pat-
terns (false positives vs. false negatives).  

We evaluate effectiveness at the level of cross-validated discrimination. 
Our primary criterion is AUC.  

Operationally, we interpret «effective» as mean cross-validated AUC ex-
ceeding 0.50 for at least one model, assessed alongside complementary diagnos-
tics (precision/recall, F1, MCC, and confusion matrices) to rule out degenerate 
operating points. This rule is pre-specified and does not identify any model a priori. 

Orange’s Test & Score reports standard classification metrics. Below are 
the metrics used and their official meanings in Orange: 

• AUC (Area under ROC): probability that the classifier ranks a ran-
domly chosen positive instance higher than a random negative; re-
ported by Test & Score and analysed further in the ROC Analysis widget. 

• CA (Classification Accuracy): proportion of correctly classified in-
stances across all classes. 

• Precision: proportion of true positives among instances predicted as 
positive.  

• Recall (Sensitivity): proportion of true positives among all actual positives.  

• F1-score: weighted harmonic mean of precision and recall. 

• MCC (Matthews Correlation Coefficient): balanced correlation-style 
index using all four cells of the confusion matrix. 

• Confusion Matrix (diagnostic): tabulates predicted vs. actual classes 
to visualize false positives/negatives and class errors. 

Because fraud is rare and costs are asymmetric, accuracy alone can mis-
lead. Using AUC, precision/recall & F1, and MCC aligns with best practice in im-
balanced classification (Fawcett, 2006; Saito & Rehmsmeier, 2015; Chicco & 
Jurman, 2020). 
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Research Results 

A stratified 10-fold cross-validation method was used to assess the predic-
tive performance of multiple machine learning models with the target variable 
Is_Fraud. Among the evaluation metrics were AUC (Fawcett, 2006), accuracy, 
precision, recall (Saito & Rehmsmeier, 2015), F1-score and Matthews Correlation 
Coefficient (MCC) which, since it incorporates all the components of the confusion 
matrix, provides an accurate measure of classification performance under class 
imbalance (Chicco & Jurman, 2020). 

 

 

Table 1 

Model evaluation summary 

Model AUC Accu-
racy F1 Preci-

sion Recall MCC 

CatBoost 0.737 0.733 0.345 0.566 0.248 0.236 
Naive Bayes 0.740 0.729 0.283 0.567 0.188 0.202 
Ridge Regression 0.567 0.716 0.000 0.000 0.000 0.000 
Lasso Regression 0.516 0.716 0.000 0.000 0.000 0.000 
XGBoost 0.703 0.704 0.368 0.467 0.303 0.193 
Random Forest 0.642 0.690 0.338 0.428 0.279 0.152 
kNN 0.510 0.657 0.198 0.294 0.149 0.010 
AdaBoost 0.572 0.646 0.391 0.382 0.401 0.142 
Neural Network 0.500 0.543 0.332 0.284 0.400 0.000 
Stochastic Gradient 
Descent 0.500 0.500 0.362 0.284 0.500 0.000 

SVM 0.499 0.329 0.431 0.284 0.897 0.001 

Source: calculated by the authors. 

 

 

ROC curves for all classifiers and fraud as the positive class are shown in 
Figure 1. Naive Bayes and CatBoost create the upper envelope, with XGBoost 
close behind and Random Forest trailing, similar to where AUCs ranking is in the 
Model Evaluation Summary. kNN and AdaBoost, these baseline models are posi-
tioned closer to the 45° diagonal, while linear models and the untuned neural 
network follow the diagonal, respectively, which is consistent with AUC > 0.50. 
While Naive Bayes has a slightly higher AUC than CatBoost, it has a lower MCC 
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due to smaller recall and a less favourable operating balance, which is identified 
in its curvature and indicated in the confusion matrices. These ROC profiles are in 
line with our previous results and validate the integration of precision–recall/MCC 
with ROC for imbalanced problems (Fawcett, 2006; Saito & Rehmsmeier, 2015). 

 

 

Figure 1  

ROC classifiers models curves 

 
Source: calculated by the authors. 

 

 

CatBoost (Best Performing Model) 

CatBoost displayed the best-balanced performance (AUC = 0.737, 
MCC = 0.236). The confusion matrix revealed 704 fraud cases that were detected 
(True Positives), 2,134 that were missing (False Negatives) and 540 that were 
classified as false positives (False Positives). The model was able to identify 
fraudulent cases effectively while keeping false positives controlled, making it the 
most reliable and operationally achievable model. CatBoost’s ordered boosting 
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and native categorical encoding helps mitigate overfitting when working with 
structured financial data, while its built-in native categorical encoding improves 
generalization. 

Naive Bayes 

Naive Bayes obtained high precision (0.567) but has very low recall 
(0.188). The confusion matrix indicated 534 detected frauds (TP), 2,304 missed 
(FN) & 408 false alarms (FP), suggesting a cautious fraud detection process. Its 
strong conditional independence assumption is due to this behavior, rarely aligns 
with financial fraud dynamics (Mitchell, 1997). 

Ridge and Lasso Regression 

Ridge and Lasso both predicted all transactions as non-fraud, obtaining 
F1 = 0 and MCC = 0. The confusion matrices gave 0 TP, 2,838 FN and 0 FP and 
7,162 TN. These linear models do not recognize nonlinear fraud patterns that 
may occur in financial behavior data (Hoerl & Kennard, 1970; Tibshirani, 1996). 

XGBoost 

The trade-off between detection and false alarms was better in XGBoost 
(AUC = 0.703, MCC = 0.193). The confusion matrix displays 861 detected fraud 
cases (TP), 1,977 missed (FN) and 982 false alarms (FP), which is a better trade-
off than Random Forest. This is in line with gradient boosting’s ability to incremen-
tally eliminate errors (Chen & Guestrin, 2016). 

Random Forest 

Moderate effectiveness was obtained with Random Forest (AUC = 0.642, 
MCC = 0.152). The confusion matrix predicted 779 fraud cases (TP), 2,059 fraud 
cases missed (FN) and 1,061 false alarms on legitimate transactions (FP). This is 
consistent with a conservative model design in which fewer false positives are 
picked rather than detecting fraud (Breiman, 2001). 

k-Nearest Neighbors (kNN) 

kNN showed a very low recall (0.149) and low general discrimination 
(MCC = 0.010). The confusion matrix of 422 fraud cases correctly identified (TP), 
2,416 misclassified as legitimate (FN) and 1,011 legitimate transactions wrongly 
flagged (FP). It demonstrates strong bias toward the majority non-fraud class. 
This is expected when distance-based similarity does not reflect behavioral fraud 
patterns (Cover & Hart, 1967). 

AdaBoost 

AdaBoost yielded performance at the medium range (F1 = 0.391). The con-
fusion matrix revealed 1,138 detected fraud cases (TP), 1,700 missed (FN) & 
1,843 false positive alerts (FP) which indicated improved fraud sensitivity against 
false alarms (Freund & Schapire, 1997) but lower precision. 



 Spyr idon  D .  Lampropou los ,  Georg ios  L .  T hanasas ,  Georg ia  N .  K on togeorga  

Fraud detection in banking transactions with the use  
of artificial intelligence and anonymized data 

 

666 

Neural Network 

The discriminative ability of the neural network was weak (AUC = 0.500, 
MCC = 0.000). With 1,136 correctly detected fraudulent transactions (TP), 1,702 
fraud cases missed (FN), and 2,864 legitimate transactions incorrectly flagged 
(FP), the confusion matrix indicates that this is quite true. This is in line with 
poorly trained neural-models on tabular-based data (Heaton, 2018). 

Stochastic Gradient Descent 

SGD showed poor stable classification (AUC = 0.500, MCC = 0.000) in 
classifying the data indicating difficulty in forming decision boundaries in this 
dataset (Bottou, 2010). 

Support Vector Machine (SVM)  

A high recall (0.897) was achieved by the SVM model which had 2,545 de-
tected fraud cases (TP) but 6,418 false alarms (FP) and 293 misses (FN) while 
precision was very poor (0.284) (Saito & Rehmsmeier, 2015). This imbalance 
makes SVM impractical for real-world fraud screening, where false alerts are 
costly (Cortes & Vapnik, 1995). 

CatBoost was proven to be the strongest model, providing the best balance 
of fraud detection capability and false-positive control, making it the most suitable 
candidate for real-world financial fraud monitoring and intervention systems. Be-
cause multiple models achieved AUC values (Fawcett, 2006) materially above 
0.50 (e.g., Naive Bayes = 0.740, CatBoost = 0.737), the evidence supports H1 
and is inconsistent with H0 on this dataset. We identify CatBoost as «best over-
all» based on balanced performance (top MCC = 0.236) alongside competitive 
AUC. So, our main H1 is accepted and H0 is rejected.  

 

 

Discussion 

We studied four families of general classifiers commonly employed in fraud 
analytics in this study: (i) distance-based (k-nearest neighbors), (ii) tree-based 
ensembles (Random Forest, XGBoost, CatBoost, AdaBoost), (iii) probabilistic 
(Naive Bayes), and (iv) linear and margin-based discriminative learners 
(Ridge/Lasso, Stochastic Gradient Descent, Support Vector Machines), as well as 
(v) a neural network. Earlier literature has indicated that fraud patterns observed 
for transactions are non-linear and evolve over time, which motivates us to inves-
tigate comparing flexible ensemble methods with simple baselines (Ngai et al., 
2011). Gradient-boosted trees are frequently effective on structured banking data 
because they capture interactions and complex decision boundaries (Chen & 
Guestrin, 2016).  
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These results are consistent with H1 and inconsistent with H0, since multi-
ple classifiers demonstrate discrimination well above AUC > 0.5 on this dataset. 

Among families of models, tree-based boosting provided the highest dis-
crimination and error balances in anonymized bank-transaction data. The largest 
AUC came from Naive Bayes and CatBoost (AUC ≈ 0.74 for the first and the sec-
ond model), with CatBoost yielding the highest MCC (≈ 0.24) and the best error 
representation. On its confusion matrix 704 true positives (TP), 2,134 false nega-
tives (FN) and 540 false positives (FP) indicated its cautious stance on fraud flags 
with restrained false alarms (Chicco & Jurman, 2020). 

While Naive Bayes exhibits somewhat higher AUC than CatBoost, its very 
low recall results in significantly less MCC, reflecting a less balanced overall op-
erating balance on imbalanced data (Chicco & Jurman, 2020). That’s why Cat-
Boost is placed in the first place. 

XGBoost (AUC ≈ 0.70, MCC ≈ 0.19) obtained similar results, 861 TP, 1,977 
FN and 982 FP, in line with the expected results obtained by gradient boosting on 
structured financial dataset (Chen & Guestrin, 2016). Random Forest (AUC ≈ 
0.64; MCC ≈ 0.15) worked in a moderate manner with 779 TP, 2,059 FN and 
1,061 FP and it was able to understand interactions, though with a more conser-
vative boundary (Breiman, 2001).  

Naive Bayes with a high AUC, demonstrated high precision yet a low recall 
(precision ≈ 0.57; recall ≈ 0.19) with 534 TP, 2,304 FN and 408 FP. This is a 
stereotypical example of its conditional-independence assumption with complex, 
dependent fraud features (Mitchell, 1997). 

Compared to the two baselines with different values, SVM had a significant 
recall (≈ 0.90) at an operationally prohibitive false positive rate (2,545 TP, 293 FN 
but 6,418 FP), which reflects known sensitivity to the class imbalance and thresh-
olding (Cortes & Vapnik, 1995). kNN exhibited low recall (≈ 0.15) with 422 TP, 
2,416 FN, 1,011 FP, in which recall had little impact, when distance does not cor-
respond to behavior similarity (Cover & Hart, 1967). Neural Network and SGD are 
at the rejection level of AUC (= 0.50) (Hoerl & Kennard, 1970; Tibshirani, 1996; 
Heaton, 2018; Bottou, 2010), and Ridge/Lasso collapsed into majority class 
(0 TP, 2,838 FN, 0 FP), indicating the non-linearity of fraud patterns. 

In the case of categorical channels, devices and heterogeneous behaviors 
of bank transactions, the regularized tree boosting produced the most reliable op-
erating results, whereas linear or distance-based baselines detected fraud too lit-
tle or gave false alarms.  

Because fraud is rare and the costs are asymmetric, accuracy alone can be 
misleading. For this approach AUC, precision/recall, F1 and MCC are applicable 
in this context (Fawcett, 2006; Saito & Rehmsmeier, 2015; Chicco & Jurman, 
2020). The patterns we notice are rather common. Naive Bayes offers high preci-
sion (few false alarms) but does not notice many frauds. SVM attains very high 
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recall but very high false-positive rates. Boosted trees present a real balance that 
can be adjusted by changing the decision thresholds according to bank’s costing 
requirements (Chen & Guestrin, 2016). Alarm thresholds for banks are aligned to 
asymmetric costs. Post-hoc thresholding or cost-sensitive training may fine-tune 
the precision–recall tradeoff (He & Garcia, 2009; Bahnsen et al., 2015).  

 

 

Practical Implementation 

The empirical results can be interpreted as the workflow for a commercial 
fraud-screening workflow for banks. Firstly, reliable discriminative and balanced 
error behavior models (represented by AUC, paired with precision/recall, and 
MCC) are suitable for use as a first-line transaction scoring layer and generate a 
fraud risk score for each transaction. Secondly, banks can establish and periodi-
cally recalibrate decision thresholds to account for operational capacity and 
asymmetric costs (e.g., the cost of missed fraud versus the cost of investigating a 
false alarm) (He & Garcia, 2009; Bahnsen et al., 2015). Thirdly the model should 
be embedded within governance controls: (i) routine performance monitoring to 
detect degradation as fraud patterns evolve (Pozzolo et al., 2018), (ii) scheduled 
retraining using recent labeled outcomes when available and (iii) clear escalation 
protocols so that high-risk cases receive timely review while low-risk cases are 
processed normally. Although the data are anonymized, real-world bank deploy-
ment still requires documentation, validation, monitoring and auditability under 
model-risk management expectations (Division of Banking Supervision and Regu-
lation, 2011), supported by strong risk data governance and reporting practices 
(Basel Committee on Banking Supervision, 2013). 

 

 

Conclusions 

We evaluated a wide range of AI/ML classifiers against anonymized bank-
transaction dataset using stratified, 10-fold cross-validation and evaluation met-
rics that are optimal for class-imbalanced fraud detection (AUC, precision/recall, 
F1, MCC). Tree-boosting methods provided the best performing operating pro-
files, CatBoost achieved AUC = 0.737 and MCC = 0.236 with a more subdued 
false-alarm rate (TP = 704, FN = 2,134, FP = 540). XGBoost also had good per-
formance (AUC = 0.703, MCC = 0.193, TP = 861, FN = 1,977, FP = 982). Naive 
Bayes obtained the highest AUC (0.740) with minimal recall (0.188) (TP = 534, 
FN = 2,304, FP = 408) which corresponds to the conservative nature of ignoring 
many frauds. From the Ridge/Lasso linear baselines, we see that it collapsed to 
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the majority class (TP = 0, FN = 2,838, FP = 0) and SVM pushed recall very high 
(0.897) at the cost of 6,418 false alarms. 

In other words, these results confirm H1 («AI machine learning classifiers 
trained on anonymized bank-transaction data can effectively predict whether a 
transaction is fraudulent or not (AUC > 0.50) and are inconsistent with H0 (top 
model performance below (AUC ≤ 0.50).The results corroborate previous findings 
that gradient-boosted trees generally perform well with structured financial data 
and that MCC is a strong summary in the presence of imbalance (Breiman 2001; 
Chen and Guestrin, 2016; Chicco and Jurman, 2020).  

On this dataset, boosted trees (CatBoost /XGBoost) provide a workable 
balance between detecting fraud and controlling alert volume. For example, the 
confusion pattern of CatBoost (TP = 704; FP = 540) reflects fewer unnecessary 
escalations compared to the extremely high-recall like the very high false-positive 
profile of SVM (FP = 6,418). Banks may choose tree-boosting models as their 
first-line detectors, and tune thresholds according to their cost ratios (the relative 
cost of each false alert and missed fraud would incur). This strategy is in line with 
best practice in imbalanced classification, where thresholds or cost-sensitive 
learning are tailored to business restrictions (He & Garcia, 2009; Bahnsen et al., 
2015). 

Model selection is just one factor. Good data pipelines, monitoring, and 
oversight are important for successful deployment, serving as bottlenecks for per-
formance in banking applications (Cubric, 2020). Institutions are advised to im-
plement: (i) periodic threshold calibration to current fraud pressure, (ii) drift moni-
toring and re-training cycles to deal with new patterns and (iii) clear escalation 
pathways to ensure that analysts are focusing on the most valuable alerts (Bolton 
& Hand, 2002; Pozzolo et al., 2018). 

With this in mind, one of the strongest supporting pieces of evidence for 
modern boosted trees with post-hoc thresholding has emerged as a feasible, 
high-value baseline for banks to enhance preventive controls and mitigate losses 
whilst keeping analyst workload manageable (Chen & Guestrin, 2016). 

Coming now to limitations of the study, the transactions cover only the first 
six weeks of 2025 (early January to mid-February). Results could change due to 
seasonal impacts or new fraud incidents. The dataset originates from a single 
U.S.-based bank, so external validity would benefit from a multi-institution replica-
tion. On this limited dataset, there were only transactional, and basic account fea-
tures available. Network and sequence features (merchant–card graphs, session 
dynamics) would usually further increase detection (van Vlasselaer et al., 2015; 
Jurgovsky et al., 2018). 

Robustness should be tested for in future work. Time-ordered validation 
and rolling or online updates could quantify how well models cope with the fact 
that fraud patterns constantly evolve (Pozzolo et al., 2018). Second, by training 
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and calibrating models with example-dependent costs and bank-specific loss ma-
trices would help in basing predictions on operational economics as well as on 
statistical fit (Bahnsen et al., 2015). Finally, external validation on different time 
frames, geographies, and institutions is warranted to determine generalizability 
and uncover possible dataset-specific biases. 

This study offers a clear, practice-oriented benchmark for bank fraud detec-
tion on anonymized transaction features. It (i) evaluates diverse model predictors 
side-by-side under stratified cross-validation and (ii) demonstrates, on ano-
nymized production-plausible features, that modern tree-boosting achieves effec-
tive discrimination while linear and distance-based baselines are less reliable. 
The result is a transparent reference point for both economists and risk managers 
that can replicate, audit and extend when designing cost-awareness and when it 
comes to building explainable banking fraud-monitoring systems. 

 

 

Data Availability Declaration 

The transaction-level dataset analyzed in this study was obtained from a 
banking institution under confidentiality restrictions. Although the data are ano-
nymized and contain no personally identifiable information, the raw records re-
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appendix. To support transparency and methodological replicability, the paper re-
ports the full feature set, the evaluation protocol, and complete model perform-
ance outputs. Readers may contact the corresponding author (Dr. Spyridon D. 
Lampropoulos, spyridonlampropoulos@upatras.gr) regarding questions about the 
dataset and the study design, subject to the applicable confidentiality constraints. 
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