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Abstract 

Continuous monitoring and diagnostics of key security indicators and all its 
components are of particular importance to ensure a high level of security devel-
opment of countries/integration associations. Modern international rankings form 
the analytical basis for assessing the components of the security sector, allow for 
comparative analysis and identify the respective leadership positions of countries. 
The results of the monitoring contribute to an objective assessment and man-
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agement of economic security risks at the relevant levels: regional (regional secu-
rity complex), national (security of individual countries), micro-level, etc. 

Diagnosing the asymmetry of the EU countries’ development will help to 
identify joint coordinated actions in specific areas and security components to im-
prove the common European position in the global environment. Economic 
growth and sustainable development of the EU, strengthening the competitive-
ness of both European countries and the EU will contribute to the security devel-
opment of all member states of the integration association. 
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Problem Statement and Literature Review 

A special place in the study of modern problems of the world economy de-
velopment belongs to the formation of Regional Security Complexes. They have 
emerged as a response to the profound transformations occurring in the interna-
tional security environment, which are deeply interconnected (Buzan & Wæver, 
2003). In this regard, addressing security challenges requires appropriate inter-
disciplinary research. As a consequence of the war on the European continent, 
new challenges have arisen for the modern European security system and the 
world order, affecting the search for new security instruments and mechanisms, 
and marking a change in the EU’s security paradigm in the face of the failure of 
multilateral institutions (Lazarou & Zamfir, 2022). Adoption of appropriate deci-
sions related to the security sector requires a thorough analysis and proper as-
sessment of the integration association’s leadership position in the global com-
petitive environment, as well as determination of the potential for sustainable 
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economic and security development of European countries. Previous studies 
have revealed megatrends in international economic development and identified 
current challenges to economic security with a focus on the potential for resilience 
and risk counteraction management policies (Bulatova, Panchenko & 
Ivashchenko, 2023), the impact of globalisation on the modern security environ-
ment by identifying sources of transformation (Sarbash, 2022), the institutional 
profile of modern regional security complexes is clarified (Karpenko, 2023b), the 
tools for assessing the level of security development of countries are substanti-
ated (Karpenko, 2023a), and a methodological approach to quantifying and moni-
toring the level of development of the European regional security complex is pro-
posed (Bulatova, Osaulenko & Zakharova, 2021). Further research is essential in 
the methodological apparatus for determining and assessing the security condi-
tions of the national economies of the EU countries, as well as the development 
of modern tools for comparative analysis of the country’s leadership positions in 
the world economy, based on modern international rankings. 

The intensification of regionalisation processes in the second half of the 
twentieth century influenced the formation and emergence of «regional orders» 
which defined the relevant security mechanisms and instruments of implementa-
tion, security regimes, and conditions for the enhacement of the regional security 
environment in general. Despite the fact that these «regional orders» have their 
own identity and differ in levels of development (Buzan & Little, 2000) and primar-
ily meet regional needs (Lake & Morgan (eds.), 1997), they combine global and 
international processes (Katzenstein, 2005), and their totality determines the mul-
tiregional nature of the modern system of international relations (Hurrell, 2007). 
On the one hand, modern regions in the international economy influence policy-
making at the national level, and on the other hand, regional initiatives in combi-
nation with national processes influence the determination of international policy 
(Katzenstein, 1996). 

In accordance with the concept of regional security complexes (Buzan & 
Wæver, 1998), the main regions of the world economy are divided into groups of 
countries whose security systems are interdependent and interconnected, i.e. the 
security of each country depends on the influence of other countries. These geo-
graphical regions differ not only in terms of resources, but also in terms of politi-
cal, legal and social environments. Regional security clusters (Tavares, 2008) 
vary depending on the level of development of regional integration processes, in-
struments and mechanisms of regional cooperation, and the set of security 
agents. 
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Methodology 

The paper proposes the following algorithm for content analysis of coun-
tries’ assessment in accordance with the main international rankings: assessment 
of countries’ positions based on the analysis of the scores of the relevant index 
and rank (ordinal number in the ranked list of countries), as well as using methods 
of estimating dynamic series; generalised assessment of international rankings 
indices and statistical indicators of variation and differentiation of countries; calcu-
lation of structural characteristics of distribution (positioning of countries) in inter-
national rankings. 

The purpose of the article is to determine the EU’s current leadership po-
sitions in the world economic system in the context of the development of the 
European security complex based on the indicators of the EU countries’ positions 
in international rankings. 

 

 

Research Results 

The relationship between the development of European integration proc-
esses and the relevant EU security mechanisms is mutual and two-sided, as, on 
the one hand, the national interests of the member states are increasingly de-
pendent on each other, especially from the global leaders (Leonard, Pisani-Ferry, 
Ribakova, Shapiro & Wolff, 2019), and on the other hand, deepening integration 
cooperation will help to strengthen and implement security guarantees for both 
the EU and partner countries – future members of the integration association. Ac-
cordingly, sustainable development and economic growth of the EU, strengthen-
ing the competitiveness of both European countries and the EU will contribute to 
the security development of all member states of the integration association  

The development of the process of military-political cooperation in the EU 
after the Second World War was characterised by several stages (Duginets & Bu-
sarieva, 2022), which determine the directions of the EU’s international security 
strategy (Table 1). 

Europe, as a civilian power centre, plays a leading role in the modern inter-
national system, using primarily non-military instruments to achieve its goals (ex-
panding diplomatic cooperation, influence of supranational institutions, etc.), 
which contribute to increasing resilience in an unstable environment, especially in 
the areas of the rule of law, civilian governance and protection, justice, the fight 
against terrorism and organised crime, etc. 
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Table 1 

Directions for shaping the EU’s international security strategy 

Time Period Shaping the EU’s international security strategy; 

1946–1949 
identification of the main general areas of cooperation and 
forms of cooperation; 

1950–1954 reduction and abandonment of national projects; 

1955–1968 a period of conceptual uncertainty; 

1969–1986 resumption of the European security dialogue; 

1987–1997 
identification of security norms and instruments of defence 
cooperation; 

1998 – the middle 
of 2000th 

implementation and enhancement of the institutional mecha-
nism of the European Security and Defence Policy; 

From the middle 
of 2000th 

adaptation of the European Security and Defence Policy to 
the realities of the multipolar international system; 

from 2022 
strengthening the strategic autonomy of the integration asso-
ciation, agreeing on a common strategic vision of the EU’s 
role in security and defence. 

Source: Duginets & Busarieva (2022); European Union (2023); NATO (2022). 

 

 

The increasing influence of the European Union in shaping international 
norms (Europe as a normative centre of power) is determined by the correspond-
ing transformations that are ensured indirectly and uncoercively (the Brussels ef-
fect) not only within the EU (extraterritoriality). Thus, the EU has a unique unilat-
eral regulatory influence to unilaterally reshaping of the global markets through 
the establishment of its norms and standards (Bradford, 2019). The dissemination 
of European norms (democracy, rule of law, social justice, solidarity, sustainable 
development) through regional and multilateral initiatives also affects the content 
of international norms. Hence, norms and procedures are becoming an appropri-
ate source of influence and a negotiation tool for resolving conflicts in an interde-
pendent world, and the European integration model itself has become a model for 
the development of other integration initiatives in the global economy. 

Security policy is a relatively new area of EU activity that has proven its ef-
fectiveness and is characterised by the following (Duginets & Busarieva, 2022). 
Security issues are highly relevant to European politics and are an «internal prior-
ity» of the European Union. In recent years, the military component has become 
an essential part of the European Security and Defence Policy, and the develop-
ment of the military contingent has enabled the EU to provide peacekeeping mis-
sions both on the European continent and beyond, which has strengthened the 
role of the EU as an international actor. However, the military settlement is still 
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ambiguously perceived by some EU member states, which does not contribute to 
its effective functioning. Active cooperation between the EU and NATO against 
the backdrop of Russia’s military aggression against Ukraine increases the EU’s 
influence on security issues. In the context of the war, in 2022, important strategic 
documents for the development of the EU and NATO were endorsed – the EU 
Strategic Compass (A Strategic Compass for Security and Defence. For a Euro-
pean Union that protects its citizens, values and interests and contributes to inter-
national peace and security) (European Union, 2023) and the NATO Strategic 
Concept (NATO, 2022), which emphasise the importance of the EU’s strategic 
partnership with the Alliance in terms of Euro-Atlantic security, world order and in-
ternational security in general. The development of this partnership requires coor-
dination and joint solution of the problems that hinder the development of the se-
curity environment, among which special attention should be paid (NATO, 2023): 
intensification of global competition, rapid spread of revolutionary technologies, 
critical consequences of climate change, protection of critical infrastructure, use of 
space, information manipulation, etc. Concentrating joint efforts on addressing 
them will foster mutual support, protect critical infrastructure, increase assistance 
to partner countries, prevent crises and counter hybrid threats. 

The current challenge for the European community is to maintain the EU’s 
leadership position in the global economic system in the context of the develop-
ment of the European security complex. The system of international rating as-
sessments may serve as an important tool for diagnosing the level of security and 
identifying security vulnerabilities. Assessment of ranking databases accumulated 
by international organisations, foundations, research and consulting companies 
and independent agencies, content analysis of indicators characterising the con-
flict dynamics, as well as the method of expert assessments allow for comparative 
analysis of countries in different areas and indicators, and thus for identifying 
leaders and outsiders. 

Since the analysis of the level of economic security should form the basis 
for effective assessment and management of economic security risks both at the 
regional level (European Regional Security Complex), national level (national se-
curity of individual EU countries), and at the business level (microeconomic, rep-
resented by the interests of business entities and the population), it is advisable to 
analyse international rankings based on their preliminary classification by security 
areas (components) that correlate with the categories of global rankings. 

The analytical basis for assessing the economic component of the security 
sphere can be analysed using the international rankings, such as Doing Business 
Index (DB) (The World Bank, n.d.), Economic Freedom Index (EF) (The Heritage 
Foundation, n.d.), Sustainable Development Goals Index (SDGI) (SDG Transfor-
mation Center, n.d.), Global Sustainable Competitiveness Index (GSCI) (The 
Global Sustainable Competitiveness Index Report, 2022), KOF Index of Global-
isation (Eth Zürich Kof, n.d.). 
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EU countries are in the top 50% of the Doing Business ranking, although 
they are not usually at the top. The top ten countries include only two EU coun-
tries – Denmark and Sweden, the second ten – four countries Lithuania, Estonia, 
Latvia and Finland, and the third – Austria, Germany and Ireland. However, com-
pared to 2017, the EU countries’ positions in the ease of Doing Business ranking 
have deteriorated. Meanwhile, the value of the ease of Doing Business index is 
quite high, with an average of 76.21 across the EU, 15 countries (55.6%) have an 
index above the European average, the level of differentiation is 1.29, and the 
gap is only 29% between the country with the best business environment, Den-
mark (85.3 maximum score), and the worst, Malta (66.1 minimum score). The lat-
est Doing Business Report (World Bank, 2020) indicates that the countries with 
the best regulatory performance include: Slovenia (by the cost of starting a busi-
ness), Luxembourg (by the construction quality control index), Germany (by the 
number of procedures (permits) for access to electricity networks), Portugal (in 
terms of the number of procedures for registering property rights), Denmark (in 
terms of the overall tax burden), Croatia, the Netherlands, Austria and Estonia (in 
terms of time spent on applying for and receiving VAT refunds), Estonia, Lithua-
nia, Portugal, Sweden (in terms of time spent on applying for corporate income 
tax adjustments), Poland, Spain, Austria, Belgium, Denmark (for time spent on 
export transactions), Hungary, Luxembourg, France, the Netherlands, Portugal 
(for monetary costs of export transactions), Latvia, Estonia, France, Germany (for 
time spent on import transactions), Latvia, Belgium, Denmark, Estonia (for mone-
tary costs of import transactions). 

Economic freedom is a key prerequisite for the development of sustainable 
national economies, where an efficient business environment is in place, entre-
preneurship is developing, and the general welfare is ensured. Economic freedom 
is closely linked to healthier societies, a cleaner environment, greater per capita 
prosperity, human development, democracy, poverty eradication and security at 
all levels. Portugal (in terms of the number of procedures for registering property 
rights), Denmark (in terms of the overall tax burden), Croatia, the Netherlands, 
Austria and Estonia (in terms of time spent on applying for and receiving VAT re-
funds), Estonia, Lithuania, Portugal, Sweden (in terms of time spent on applying 
for corporate income tax adjustments), Poland, Spain, Austria, Belgium, Denmark 
(for time spent on export transactions), Hungary, Luxembourg, France, the Neth-
erlands, Portugal (for monetary costs of export transactions), Latvia, Estonia, 
France, Germany (for time spent on import transactions), Latvia, Belgium, Den-
mark, Estonia (for monetary costs of import transactions). 

Economic freedom is a key prerequisite for the development of sustainable 
national economies, where an efficient business environment is in place, entre-
preneurship is developing, and the general welfare is ensured. It is closely linked 
to healthier societies, a cleaner environment, greater per capita prosperity, human 
development, democracy, poverty eradication and security at all levels. Based on 
the analysis of the positioning of EU countries in the Economic Freedom ranking, 
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which comprehensively compares countries by the degree of freedom in society, 
it was found that all EU countries (except Greece) are in the top 50% of the rank-
ing, and 6 countries (Ireland, Estonia, Luxembourg, the Netherlands, Denmark 
and Sweden) are in the top ten. On a positive note, compared to 2017, the posi-
tions of EU countries in the economic freedom ranking have improved (with the 
exception of Lithuania and Romania). Over the analysed period, the EFI values 
increased most rapidly for Slovenia, Portugal, Croatia, Cyprus, and Ireland; the 
most significant decrease was observed for Romania, Lithuania, and Hungary. 
The average EFI across EU countries is 70.54, 13 countries (48.1%) have an in-
dex above the European average, the level of differentiation is 1.44, and the gap 
between the country with the highest level of freedom (Ireland – 82 points) and 
the lowest level (Greece – 56.9 points) is 44%.  

In the Sustainable Development Goals Index (SDGI), which measures the 
progress of countries in achieving the 17 UN Sustainable Development Goals and 
compares countries by percentage of success (a score of 100 signals the 
achievement of all UN goals), EU countries are in the top 25% of the ranking and 
form the top ten of the ranking. The level of differentiation is 1.2, with a small gap 
of 20% between the country with the best results (Finland – 86.76) and the lowest 
result (Cyprus – 72.49). For 10 EU countries, their positions in the ranking im-
proved over the period 2017-2022, with the following countries showing the best 
results: Poland (from 27th to 9th position), Latvia (from 32nd to 14th position), 
Croatia (from 24th to 12th position), Portugal (from 28th to 18th position), and 
Greece (from 38th to 28th position). Among the countries whose positions have 
deteriorated, Malta (from 22nd to 44th), Cyprus (from 50th to 59th), Belgium (from 
12th to 19th), and the Netherlands (from 13th to 20th) have lost the most ground. 

Sustainable competitiveness means that the current level of wealth is not 
threatened by a reduction or diminution due to overexploitation of resources 
(natural and human), attraction of innovative investments necessary to compete 
in globalised markets (including education), and does not cause discrimination, 
marginalisation or exploitation of different segments of society (The Global Sus-
tainable Competitiveness Index Report, 2022). The vast majority of EU countries 
are in the top 25% of the global sustainable competitiveness ranking and are 
leaders in the GSC, including 5 countries (Sweden, Finland, Denmark, France, 
and Slovenia) in the top ten. However, while the EU countries have achieved an 
average of 80.16% success in the SDGI, the average GSC level is one third lower 
at only 53.21%, which means that 46.79% is not enough to ensure sustainable 
competitiveness. The level of differentiation among EU countries according to the 
GSCI is 1.32, meaning that there is a 32% gap between the country with the 
highest level of sustainable competitiveness, Sweden (60.7), and the lowest, Cy-
prus (46.1). In 2017, 11 EU countries moved up in the ranking, with Malta, 
France, Lithuania, the Netherlands, and Spain showing the most intensive im-
provement. At the same time, Estonia, Croatia, Luxembourg, Romania, Hungary, 
and Bulgaria lost the most ground. 
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The leading positions of countries in the system of global economic, social, 
political and legal relations are directly related to the level of globalisation, which 
is most comprehensively measured by the Globalisation Index of the Swiss Insti-
tute for Business Research (GI KOF). All EU countries are among the 40 most 
globalised economies in the world (out of 196 countries), and 8 EU countries (the 
Netherlands, Belgium, Sweden, Germany, Austria, Denmark, Finland and France) 
are among the top 10 most globalised countries. The average EU level of global-
isation (KOF index) is high and equals 84. The gap between the most globalised 
country in the EU, the Netherlands (90.5), and the least globalised, Latvia (76.8), 
is 1.18. Among all economic indices, this is the lowest level of differentiation. 

In the social component of security, we analysed such international rank-
ings as the Human Development Index (HDI) (UN Development Programme, 
n.d.), The Global Prosperity Index (GPI) (Legatum Institute, n.d.), Social Progress 
Index (SPI) (The Social Progress Imperative, n.d.), World Happiness Index (WHI) 
(World Happiness Report, n.d.), which reflect the social aspects of sustainable 
societies. According to the latest ranking, all EU countries, except Bulgaria (high 
level), are classified as countries with very high human development (HDI>0.8) 
and are among the top 40% of countries in the overall ranking. Most EU countries 
are among the top 40 countries with the highest HDI. The average HDI value for 
the EU is 0.90, while 13 countries (50%) have an HDI level above the average. 
The gap between the country with the highest HDI value, Denmark (0.948), and 
the lowest, Bulgaria (0.795), is only 1.19 (19%). For 14 EU countries, their posi-
tions in the ranking improved between 2017 and 2021, most intensively in Den-
mark, Malta, and Croatia, while for the remaining countries, the changes were 
within 1-3 points. Among the countries whose positions have deteriorated, Bul-
garia, Slovakia, and Austria have lost the most positions.  

In today’s environment, countries are developing on the basis of building an 
inclusive society that protects the fundamental freedoms and security of every 
person and creates conditions for genuine development. The latter is measured 
globally by the Global Prosperity Index. Denmark and Sweden top the ranking of 
the most successful countries in the world, while EU countries are in the top 30% 
of the most successful countries and, according to the prosperity scale of the in-
dex, are in the first two groups in terms of welfare. The EU average is 75.19, and 
11 EU countries have an above-average index. The gap between the EU country 
with the highest GPI value, Denmark (84.55), and the lowest, Bulgaria (65.55), is 
only 1.29 (29%). The largest growth in GPI values can be seen in Latvia, Cyprus 
and Greece, while the growth for the top countries ranges from 1-1.5%.  

An essential index that also measures the achievements of countries in the 
social sphere and welfare is the Social Progress Index, which assesses the level 
of progress in terms of the quality of education, healthcare, technology, personal 
security and human rights. All EU countries are included in the first (11 countries) 
and second (16 countries) tier of six countries in terms of social progress and are 
therefore in the top 33% of countries with the highest achievements in terms of 
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social progress. The average SPI value for the EU is 84.72, and 15 EU countries 
have a social progress index above the EU average. There are 5 EU countries in 
the top ten, 6 in the second, and 8 in the third. The gap between the EU country 
with the highest SPI value, Denmark (90.54), and the lowest, Bulgaria (76.81), is 
only 1.18 (18%). During the analysed period of 2017-2023, 11 EU countries im-
proved their positions in the ranking, but the value of the Social Progress Index in 
2023 decreased in all countries compared to 2017, with Slovenia, Latvia, Greece 
and Poland showing the largest decrease (above 6%). 

The World Happiness Index identifies the happiest countries, which are 
also the most desirable to live in. All EU countries, except Portugal, Greece and 
Bulgaria, have WHI scores in the range of 6-8, meaning they are happy countries 
and are among the 36% of the world’s happiest countries. Portugal, Greece and 
Bulgaria (4.5 < WH I < 6) are moderately happy. The top ten happiest countries in 
the world include 5 EU countries, including Finland, Denmark, the Netherlands, 
Sweden, and Luxembourg. The average WHI for EU countries is 6.63. However, 
the gap between the EU country with the highest WHI value, Finland (7.8), and 
the lowest, Bulgaria (5.5), is 1.43 (43%), which is the largest value compared to 
other social well-being indices. 

The political and legal environment is of great importance for ensuring the 
security of the national economy. There are several international political and le-
gal ratings, including The Corruption Perceptions Index (CPI) (Transparency In-
ternational, n.d.), The Democracy Index (DI), The Global Peace Index (GPI) (Insti-
tute for Economics & Peace, 2023), The Fragile States Index (FSI) (The Fund for 
Peace, 2023), which reflect the specifics of the political and legal environment 
and the security of the individual and the state. For most countries in the world, 
corruption is still one of the factors that hinder the development of democratic so-
cieties and make it impossible to achieve a high level of prosperity and sustain-
ability. Corruption is a fundamental threat to peace and security. 

The EU countries are the top performers in the ranking, having made sig-
nificant progress in tackling corruption, strong institutions and a well-functioning 
democratic system. Most countries (20 countries in the top 50) are in the yellow 
zone, which has the lowest level of corruption perception, while the rest are in the 
orange zone, which has an average level. 7 EU countries are among the top ten 
least corrupt countries, with Denmark and Finland topping the ranking. Only three 
EU countries have CPI scores below 50 – Romania, Bulgaria and Hungary. The 
average figure for EU countries is 63.6%, with a gap of 2.14 between the EU 
country with the highest CPI value, Denmark (90), and the lowest, Hungary (42), 
which is more than 2 times. 14 EU countries demonstrated positive changes in 
the ranking over the period 2017-2022, with Italy, Ireland, Greece, Estonia, and 
Spain showing the greatest improvement in their positions (7 to 13 points of 
growth). Italy, Greece, Slovakia, Spain, and Lithuania had the largest increase in 
the CPI, which indicates further reforms in the formation of a democratic society, 
over the analysed period (in the range of 5-12%). 
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The Democracy Index assesses countries by the level of development of 
democratic principles, respect for civil rights and freedoms, and the existence of 
independent and effective state institutions. Table 12 shows the results of the EU 
countries’ positioning in the Democracy Index. According to the DI, 10 EU coun-
tries, namely Sweden, Finland, Denmark, Ireland, the Netherlands, Luxembourg, 
Germany, Austria, Spain and France, belong to the group of countries with full 
democracy (8 < DI < 10), while the rest of the countries belong to the group of 
countries with imperfect democracy (6 < DI < 8). In general, EU countries are in 
the top 40% of the ranking, but do not top it. The average DI value for the EU is 
7.89, with a gap of 1.46 (46%) between the EU country with the highest DI value, 
Sweden (9.39), and the lowest, Romania (6.45). As for the nature of the changes, 
11 EU countries showed positive changes in the ranking between 2017 and 2022, 
with the largest improvements in Greece, the Czech Republic, France, and Po-
land (6 to 12 points), which also had the largest increases in DI (in the range of 
5.4-9%). 

The Global Peace Index assesses countries by the level of security of living 
in them, unlike all the previous ones, it is a disincentive, the growth of its values 
increases the level of danger, i.e. countries with the highest index value are the 
most dangerous in the world in terms of tension and conflicts. According to the 
GPI (2023) classification groups, 8 EU countries have a very high level of peace 
and security, while the rest of the countries, with the exception of France, which is 
in the moderate peace and security group, are in the high peace and security 
group. The leaders of the peace ranking are Denmark, Ireland, Austria, Portugal 
and Slovenia. The average GPI value for the EU is 1.55 (high), with a gap of 1.44 
(46%) between the EU country with the highest GPI value, Denmark (1.31), and 
the lowest, France (1.94). For the majority of EU countries, the value of the index 
decreased over the period 2017-2022, which is due to the military actions in 
Ukraine and, as a result, the growing tension in the European region as a whole. 
Croatia, Estonia, Greece, the Netherlands, Ireland, Poland, and Italy showed the 
largest declines in the GPI (in the range of 5-11.5%), but their rankings improved. 

The Fragile States Index, which measures the level of stability in countries, 
is similar. The better the ranking, the higher the level of institutional and social in-
stability, and the more often such countries and societies suffer from conflicts. In 
other words, the most unstable countries (fragile ones) are at the top of the rank-
ing, while countries with a high level of stability are at the bottom of the ranking. 
As the analysis shows, EU countries are among the third most stable countries, 
occupying positions at the bottom of the fragility ranking. The average FSI value 
for the EU is 35.36, and the gap between the most stable EU country with the 
lowest FSI value, Finland (16), and the least stable, Cyprus (57), is 3.56, which is 
the highest differentiation score among the analysed indices. In terms of assess-
ing changes, 22 EU countries saw their FSI levels decline between 2027 and 
2023, with the rate of decline being quite significant and ranging from 5-23%. 
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Spain, Poland, Romania, and Belgium have improved their positions in the rank-
ing and the corresponding increase in the index. 

To evaluate the level of innovation potential and technological leadership, 
we analysed such global rankings as the Global Innovation Index (GII), The 
Global Knowledge Index (GKI) (UNDP & MBRF, 2023), and the Global Cyberse-
curity Index (GCSI) (International Telecommunication Union, 2021). All EU coun-
tries are among the 50 most innovative economies in the world (out of 132 coun-
tries), and 5 EU countries (Sweden, the Netherlands, Germany, Finland, and 
Denmark) are among the top ten innovative countries. The average GII value for 
EU countries is low – 45.59 (out of 100), which means that the potential for in-
creasing the level of innovation is significant. The gap between the most innova-
tive EU country with the highest GII value, Sweden (61.56), and the least innova-
tive Romania (34.11) is 1.8 (80%). Analysing the changes in positions and the in-
dex for the period 2017-2022, it should be noted that only 11 EU countries moved 
up in the ranking, but these shifts are insignificant, with some countries, such as 
Ireland and Slovenia, losing positions by 12-13 points. In general, for all EU coun-
tries, with the exception of France, the GII values have decreased, with an aver-
age decline rate of 8.6%, indicating an increase in the risks of losing innovation 
advantages. 

One more ranking that reflects the level of countries’ ability to generate and 
use innovations is The Global Knowledge Index. As in the previous ranking, all 
EU countries are among the top 50 countries in the ranking, and 6 countries 
(Sweden, Finland, the Netherlands, Luxembourg, Denmark and Austria) are 
among the top 10 and are therefore the countries with the most developed knowl-
edge economies. The average GKI across EU countries is 59.56 (out of 100), 
which is higher than the average GII, while the gap between the EU country with 
the highest GKI (Sweden – 66.96) and the lowest (Greece – 48.83) is smaller and 
amounts to 1.37 (37%). Among the EU countries that significantly improved their 
positions in the ranking in 2017-2022 and increased their GKI values are Estonia, 
Slovenia, Cyprus, Latvia, and Romania.  

The key technological risks of today are linked to the growing number of 
cyberattacks and weak information security systems, and therefore, one of the 
keys to the safe development of countries is reliable cybersecurity systems, which 
are compared within the Global Cybersecurity Index. Four EU countries, including 
Estonia, Spain, Lithuania, and France, have the highest level of cybersecurity, 
and 23 EU countries are among the world’s 50 countries with the best cybersecu-
rity systems. For 18 EU countries, there were positive changes in the ranking in 
2017-2020, with some countries, including Lithuania, Portugal, Greece, and Slo-
vakia, improving their positions by 35-50 points. Ireland, Romania, the Czech Re-
public, and Bulgaria demonstrated a significant deterioration in their positions in 
the ranking (loss of 20-33 points). The average value of the cybersecurity index 
by country, the gap between the EU country with the highest level of cybersecu-
rity (Estonia – 99.48) and the lowest (Bulgaria – 67.38) is 1.48 (48%). 
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Another vector for the development of sustainable economies is the focus 
on the development of a green economy, and therefore, the study analysed the 
positions of EU countries in some environmental rankings, namely Environmental 
performance index EPI (Wolf et al., 2022), Green Growth Index GGI (Global 
Green Growth Institute, 2023). All EU countries are among the top 50 countries in 
the ranking, and 7 countries, including Denmark, Finland, Malta, Sweden, Lux-
embourg, Slovenia, and Austria, are among the top 10, which means they are the 
countries with the most effective environmental policies. The average EPI value 
for EU countries is 61.57 (out of 100), with a gap of 1.55 (55%) between the EU 
country with the highest EPI value, Denmark (77.9), and the lowest, Portugal 
(50.4). Despite the fact that the value of the Environmental Performance Index in 
2022 decreased for all countries compared to 2018, meaning that the effective-
ness of environmental reforms has worsened, the rankings for 15 EU countries 
improved, with Croatia, Estonia, Latvia, Slovenia, the Czech Republic, Romania, 
Slovakia, and Hungary achieving the most significant improvement in the ranking. 
Bulgaria, France, Spain, Ireland, and Portugal have seen a significant deteriora-
tion in their positions in the ranking. The EU countries lead the ranking of green 
economies, with the top 30 countries comprising 80% of the ranking. In terms of 
the intensity of changes in the green growth index, most countries showed a slight 
increase in the index in the range of up to 2% in 2017-2021, meaning that there 
were no significant shifts towards intensifying and accelerating the green growth. 

An analysis of the structural characteristics of the distribution of EU coun-
tries in global rankings revealed the following (Table 2). On average, 69.8% of EU 
countries are in the first quintile of the distribution (top 20% of the ranking). EU 
countries have the highest level of leadership potential in the Sustainable Devel-
opment Goals Index (81.5% of EU countries are in the top 10%), Sustainable 
Competitiveness Index (81.5%), Globalisation Index (100%), Human Develop-
ment Index (77.8%), Social Progress Index (81.5%), Environmental Performance 
Index (88.9%), and Green Growth Index (85.2%). On average, 83.1% of the EU 
countries are in the first quartile of the distribution (the top 25% of the ranking), 
and more than 90% of the EU countries are leaders in such rankings as the Sus-
tainable Development Goals Index (92.6%), the Sustainable Competitiveness In-
dex (96.3%), the Globalisation Index (100%), the Social Progress Index (96.3%), 
and the Environmental Performance Index (92.6%). 
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Table 2 

Analysis of the structural characteristics of the distribution of EU countries  
in global rankings 

Quantile distribution 

1st decile 
(10% of leaders) 

1st quintile 
(leaders 20%) 

1st quartile 
(leaders 25%) 

Indices 
Ave-
rage 
rank 

Number 
of EU 

countries 

%  
of EU 
coun-
tries 

Number 
of EU 

countries 

%  
of EU 
coun-
tries 

Number 
of EU 

countries 

%  
of EU 
coun-
tries 

DB 40 5 18,5 12 44,4 18 66,7 

ER 32 10 37,0 16 59,3 21 77,8 

SDGI 19 13 48,1 22 81,5 25 92,6 

GSCI 22 12 44,4 22 81,5 26 96,3 

Economic 

KOF 18 15 55,6 27 100,0 27 100,0 

HDI 28 8 29,6 21 77,8 25 92,6 

GPI 24 8 29,6 19 70,4 24 88,9 

SPI 23 9 33,3 22 81,5 26 96,3 
Social 

WHI 28 6 22,2 14 51,9 18 66,7 

CPI 33 9 33,3 14 51,9 19 70,4 

DI 30 7 25,9 16 59,3 21 77,8 

GPI 25 10 37,0 20 74,1 22 81,5 

Political and 
legal 

FSI 153 11 40,7 20 74,1 23 85,2 

GII 27 6 22,2 12 44,4 18 66,7 

GKI 23 8 29,6 15 55,6 21 77,8 
Technologi-

cal 
GCSI 30 9 33,3 20 74,1 21 77,8 

EPI 19 14 51,9 24 88,9 25 92,6 Environ-
mental (Eco-

logical) GGI 20 12 44,4 23 85,2 24 88,9 

On the average   35,4  69,8  83,1 

Source: author’s calculations 
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Practical Implementation 

The achievement of a high level of security development of coun-
tries/integration associations requires constant monitoring and diagnostics of the 
main indicators such as the level of security and all its components (economic, 
social, geopolitical, technological, environmental, etc.). The application of the pro-
posed content analysis algorithm by the relevant state institutions and analytical 
agencies will facilitate the objective assessment and management of economic 
security risks both at the regional (regional security complex), national (national 
security of individual countries) and micro levels. 

 

 

Conclusions 

Based on the assessment of the conditions for guaranteeing the security of 
the national economies of the EU countries, as well as based on the indicators of 
the EU countries’ positions in international rankings, we identified significant 
achievements of the countries in terms of ensuring the conditions and ease of do-
ing business; belonging to countries with predominantly free or moderately free 
economic systems; countries that have achieved more than 80% of the progress 
in achieving the goals of sustainable development; countries with the most stable 
competitive economies, but have not yet reached the highest possible level of 
sustainability in ensuring competitive advantages; countries that are the most 
globalised economies in the world; have a very high or high level of human devel-
opment; are in the first two groups (out of six possible) of countries in terms of 
prosperity and well-being; are in the group of happy or moderately happy nations; 
have the lowest or average level of perceived corruption and are the countries 
that have achieved the greatest success in overcoming corruption and have 
strong institutions and an effectively functioning democratic system (complete or 
imperfect); are countries with a very high level of peace and security, have stable 
socio-political systems; are among the 50 most innovative economies in the 
world, characterised by a high level of knowledge economy development; have 
developed cybersecurity systems; are characterised by the most effective results 
of environmental policy implementation and lead the ranking of green economies 
in the world, having high green growth rates. 

The analysis of the structural characteristics of the EU countries’ position-
ing in international rankings has revealed an average of 35.4% of the EU coun-
tries in the top 10% of the most effective (by various criteria) countries in the 
world, while the EU countries have the highest level of leadership potential in 
such rankings (and relevant indices) as the Sustainable Development Goals In-
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dex, the Sustainable Competitiveness Index, the Globalisation Index, the Fragile 
States Index, the Environmental Performance Index, the Green Growth Index, i.e. 
the highest leadership positions in economic and environmental performance. On 
average, 69.8% of EU countries are in the first quintile of the distribution (20% of 
the ranking leaders), and 83.1% of EU countries are in the first quartile of the dis-
tribution (25% of the ranking leaders), while more than 90% of EU countries oc-
cupy leading positions in such rankings as the Sustainable Development Goals 
Index, the Sustainable Competitiveness Index, the Globalisation Index, the Social 
Progress Index, and the Environmental Performance Index. 

The assessment of the EU countries’ variation in global indices highlights 
the necessity to concentrate the cohesive efforts in such areas as ensuring the 
growth of global sustainable competitiveness, intensification of innovation devel-
opment and development of the knowledge economy. The heterogeneity and 
asymmetry of the EU countries’ development is revealed by the fragile states in-
dices; moderate variation is observed in political indices, in particular the Corrup-
tion Perceptions Index, the Democracy Index, the Peace Index, and the Global 
Innovation Index and the Environmental Performance Index; the greatest differen-
tiation is found in the Corruption Perceptions Index and the Fragile States Index, 
which requires joint coordinated efforts by countries in these areas to improve the 
European position in the global environment.  

International rankings facilitate a comparative analysis of countries in vari-
ous areas and indicators and identify their respective leadership positions. The 
results of the content analysis contribute to the formation of an objective assess-
ment and management of economic security risks at various levels; creation of 
strong security ecosystems which will determine the directions of further research 
– modern tools for comparative analysis of the security positions of countries, 
creation of security indices using multidimensional assessment methods, various 
methods of developing complex (integral) indicators. 
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